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The NORC data enclave opened in July 2007 with

infrastructure funding from the National Institute =~ |-
of Standards and Technology. The enclave pro- [N () K i e University oF Cricaco &
vides a confidentiality protected environment Innovative solutions in research and technology

within which authorized researchers can access
sensitive microdata remotely from their offices or
onsite at NORC. Interested researchers can find
out more about the enclave, and how to access
the data by going to http://dataenclave.norc.org.

NORC Data Enclave

Authorized Users Onlyt

The data enclave currently provides access to
data produced by National Institute for Standards
and Technologyds (NI ST n
Program (TIP), the Kauffman Foundation, and the
Economic Research Service at the US Depart- | = T
ment of Agriculture (pilot project).

The data enclave was developed to respond to ~ The NORC enclave creates an environment within

the needs of both data producers and research-  Which geographically dispersed researchers can
ers. We know that data producers spend a great Work together on projects accessing the same
deal of resources collecting high quality datato  dataset and building a knowledge infrastructure.
describe economic activity. We also know that

producers would like to disseminate the datain ~ The Data Enclave has the following features. It is
as secure a fashion as possible, thereby protect- * Secur e

ing respondent confidentiality while preserving ~* F1 exi bl e

data quality. Researchers would liketodohigh ' Low Cost

quality analysis in as straightforward a fashion as |n addition, the enclave

possible. Serving these two needs inturnserves ' Provi des access to stand:
the greater public good, because better data and tion and structured metadata, and

better analysis ultimately leads to better decision ' Cr eates a foundation for
making. tion and extend data lifecycle by establishing a

data collaboratory.

New funding op-

portunities
Portfolio ap- The Ewing Marion Kauffman Foundation an-  The National Institute for Standards and

nounced that it will make funding available to Technologyds Technol ogy an
proach to data : 1L

A N . scholars and researchers studying entrepre- Program has announced the availability of re-

dissemination neurship, innovation, and related topics. Fund-  search funding in amounts up to $25,000 to

ing recipients will be able to access its Kauffman study technology, innovation and entrepreneur-
Metadata docu- Firm Survey (KFS), a unique source of firm-level s hi p using NIST's Advanced

data available through the NORC Data Enclave. gram data at the NORC Data Enclave. Award

mentation Award amounts are up to $10,000 for individual ~ categories include dissertations, database im-
l researchers and up to $20,000 for research provements, and methodological enhance-
Collaboratories teams. The deadline to apply is January 15, ments. The deadline for applying is December

2008. More information is available on the foun- 31, 2007. For more information, visit the NORC
dat iwehsites Data Enclave site.


http://www.kauffman.org/kfs/news_detail.cfm?news_id=256
http://dataenclave.norc.org/
http://www.kauffman.org/kfs/news_detail.cfm?news_id=256
http://dataenclave.norc.org/tabid/231/Default.aspx
http://dataenclave.norc.org/tabid/231/Default.aspx
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The enclave focuses on making business data
available to a broad range of authorized re-
searchers. Businesses are the basic engines
of economic growth, yet no database exists
that is widely available to academic research-
ers to examine firm behavior. Although the
reason that access to data on businesses is
limited is that it is difficult to protect the confi-
dentiality of business data, the challenge that
this creates for the study of businesses is
obvious. Researchers
concepts and ideas.
ot hersd scientific
junior researchers and students on how to
wor k with business
feedback to data producers on data quality.

The enclave takes a portfolio approach to
protecting confidentiality to maximize re-
searcher access. This
rely on one single approach to confidentiality:
the data producer chooses from a menu of
options (as shown in the figure below) to pro-
tect their data, including:

Legal Different datasets have different legal
protections, including fines and institutional
sanctions.

Statistical: The data producer can choose

ana

dat

which statistical techniques should be used to
protect data. For example, geographical data
might be suppressed, or revenue numbers
might be rounded.

Operational The enclave uses Citrix technol-
ogy to prevent an outsider from reading the
data transmitted
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computer and NORCOs netwlﬂerdi)erationéﬂgeu S ac-
cess the data enclave from specific, pre

defined IP addresses and all applications and

data run on the server at the data enclave.

The data enclave can prevent the user from each

transferring any data from the data enclave toa tn

a local computer. Data files cannot be

downloaded from the remote server to the

userds | ocal PC. Users cannot use the 0o
and paste6 feature in Windows to move da

from the Citrix session and are also prevented
from printing. The data producer can choose
any additional features, such as audit logs
and webcams. Finally, output is disclosure
reviewed before results are removed.

Educational:Researchers are required to
participate in a training course to understand
the mechanics of the enclave, the dataset
sampling and weighting structure, and ques-
tionnaire design, as well as confidentiality
training.

Menu Options for Agency X (and Study Y)

Sample Legal Statistical Operational Educational

Modalities Options (1,2,3,4,5) (1,2,3,4,5) (1,2,3,4)
(1,2,3,4)

Remote Access | 3 1 4 2
None 2 5 2

Onsite Access 3 with 3.5 1 None
customization

Licensing 2 1 2:3 1,4

(different levels

of

lonymization)

NORC DATA
ENCLAVE
NEWSLETTER



VOLUME 1, ISSUE 1

- \ =
Study
Concept &
Design

Source: Chuck Humphrey

Social science researchers typically do not archive and curate their data sufficiently to
provide for accurate replication of their work. Inadequate metadata documentation not
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only constrains researchersd use of othersdé data, for replic
duces the benefit to society of researcher access to microdata.

Il ndeed, a recent Nati onal Science Board report states: 00fte
on ...computergenerated data, but upon the metadata that characterizes the environ-

ment and the sensing instrument. As a result of these innovative approaches, data collec-

tions often have value beyond that envisiongd when the coll e
and oto make data wusabl e, it i s necessary

the content, structure, context, and source (e.g., experimental parameters and environ-
mental conditions) of the data collectior® collectively called metadata. Ideally, the meta-
data are a record of everything

Chuck Humphrey, of the University of Alberta has a nice diagram that describes the im-
portance of metadata in | everaging the
approach to metadata documentation has been set up to maximize the gains to re-
searchers: to facilitate publication of results and increase visibility of their work, integrate
research results into survey knowledge; facilitate reporting and citation generation.

The collaboratory enables researchers in different places to share files, communicate
information via blogs and wikis. This helps them capture the research process, compare
results and communi-
Collaborating: Research Group Portal ngg'fws cate with data pro-
B ducers about differ-
ent aspects of the
data. The data docu-

mentation has been
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tation Initiative stan-
dards.



Get more information at

http://dataenclave.norc.org

National Opinion Research Center . .
b Our new and improved website can be seen at

http://dataenclave.norc.org. Please send us
your comments, as we are looking to improve
the usability of the site.

at the University of Chicago

1350 Connecticut Ave NW
Washington, DC 20036

Phone: 555555-5555

Fax: 555555-5555

E-mail: mulcahytim@norc.uchicago.edu

The Kauffman Foundation and the NORC data enclave will be http://www.unece.org/stats/documents/tficm/1.e.pdf
hosting a reception at the Allied Social Science Association http://www.unece.org/stats/documents/ces/2003/
meetings at New Orleans crp.2.e.pdf

We will be on a plenary panel on Confidentiality at the Com- http://www.ncess.ac.uk/events/conference/2006/
parative Analysis of Enterprise Datasets conference in Buda- papers/presentations/

pest, Hungary BradburnDataEnclaveForMicrodata.pdf

We will be presenting a paper on NORC data enclave training Confidentiality, Disclosure and Data Access: Theory and
at an invited session at the Joint Statistical Meetings in Den- Practical Applications for Statistical Agencie$. Doyle, J.
ver, Colorado Lane, J. Theeuwes, and L. Zayatz, eds. (Amsterdam:

North Holland, 2001

Together with the Kauffman Foundation, we will be hosting a

workshop on accessing business data at the Academy of Man-

agement meetings in Anaheim California Recent Developments in the Danish System for Access to
Micro Data

5O0ptimizing Access to Microdat ahtép://doku.|ab.de/fdz/events/ZOO?/Leth -Sorensen.pdf

http://www.jos.nu/Articles/abstract.asp?article=233299 hitp://doku.iab.deffdz/events/2007/Sorensen_p.pdf

Micro data Arrangements in the Netherlands

oUsing a Remote Access Data En Chftpé//\(;oléu.|arb.ger/fdz/ngr}tsézooz{lﬁosevg.gd{ni nati on

http://www.ijdc.net/ijdc/article/view/31/34
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http://www.ijdc.net/ijdc/article/view/31/34

